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Abstract— Ensuring functional safety is crucial for the de-
ployment of autonomous systems in real-life dynamic environ-
ments, as they must operate reliably and safely among humans.
However, existing safety systems are designed with a closed-
world assumption and can over-constrain the system by shutting
down the robot at every safety violation, limiting the robot’s
ability to complete its tasks. To address this problem, we present
a novel operational safety approach supported by our software
architecture Reflex-Plan, where a safety monitor proactively
influences high-level planning to enable safe and adaptive
recovery behaviors thus preventing unnecessary stops. Unlike
traditional safety monitors that primarily react to violations
through predefined stop mechanisms, our software architecture
follows a two-step process: the fast-thinking safety monitor
provides immediate reflexive responses, while the slow-thinking
high-level planner processes the safety monitor’s feedback to
plan recovery strategies. This allows the robot to respond
quickly to safety-critical situations while maintaining adapt-
ability for long-term autonomy. We validate the effectiveness
of Reflex-Plan through real-world robot experiments in a mock
hospital environment. Our experimental results confirm that
keeping immediate safety responses within the safety monitor
ensures fast reactivity while delegating recovery strategies to the
reasoning layer enables efficient adaptation, reducing failures
and ensuring more stable operation without reliance on external
intervention.

I. INTRODUCTION

Functional safety is “the part of the overall safety that
depends on a system or equipment operating correctly in
response to its inputs, including safe management of po-
tential faults within the system” [1]. Functional safety is
key to realizing the potential of autonomous robots, from
AI-driven assistants to self-driving cars, when human lives
are at stake, as these robots increasingly work alongside
humans in unpredictable environments [2], [3]. However,
overly conservative safety approaches, such as emergency
stops or strict operational constraints compromise autonomy
and efficiency, especially in dynamic environments [4].

To standardize safety in robotics and automation, ISO
norms [5], [6], [7], [8] establish global safety benchmarks
that manufacturers and operators follow. ISO norms establish
strict safety requirements including Human-robot interac-
tion limits, Operational Safety Zones and Fail-Safe Mech-
anisms. While these measures ensure safe operation, they
limit autonomy in unpredictable environments. For example,
autonomous robots might be forced to stop if they can’t
clearly detect obstacles or rule out human presence, limiting
autonomy in dynamic settings.
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Fig. 1: The proposed Reflex-Plan architecture, highlighted in
green, is integrated within the standard three-layer software
framework for autonomous systems, illustrating the interplay
between fast and slow thinking. Fast thinking—embodied
by the safety monitor and command filter—enables rapid
responses to hazards, while slow thinking—reflected in the
planner—supports deliberative decision-making. The dia-
gram highlights the bidirectional communication channels
that connect these components.

Consider a medicine delivery robot in a hospital, au-
tonomously transporting medicines from the nurse’s desk to
the patient wards. The robot is equipped with sensors and
a safety monitor that relies on predefined safety rules and
assumptions about what constitutes a hazard. As the robot
moves through a corridor, it encounters a wheelchair access
ramp leading to a patient room. The incline is unexpected,
slightly steeper than what is considered safe in the safety
rules. The safety monitor detects this unmodeled anomaly
and enforces a full stop. This full stop delays essential
medicine delivery by hours due to required human interven-
tion and blocks the ramp, which also serves as an emergency
exit, thereby creating a safety risk. Such catastrophic out-
comes highlight the critical need for an operational safety
framework that allows the robot to recover autonomously in
these situations, finding an alternate but safe route to the
patient without introducing new hazards.

State-of-the-art runtime safety monitors [9], [10] for robots
often defaults to a generic fail-safe action, such as emer-
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gency stops, because they cannot dynamically formulate new
safety reactions. In essence, current rule-based monitors only
act as independent safety overrides, rather than as guiding
components that updates the planner to find a solution. This
contrasts with what we would like to see: an operational
safety approach that allows the system to continue to function
(perhaps in a limited capacity) despite the hazard. While
some state-of-the-art systems [11] offer alternatives to full
stops, e.g. in the form of a switch to a low-speed “manual
mode”, these reactions are usually tied to pre-programmed
mode switches rather than a re-planning of its task. High-
level planners and safety monitors often run in parallel with
minimal interaction, which means that safety overrides halt
the mission instead of guiding it to a safe success.

To address these limitations, we present a runtime safety
monitoring architecture, Reflex-Plan, that supports our new
operational safety approach, as illustrated by the green blocks
in Fig. 1. The figure shows how our approach integrates
“fast thinking” safety monitoring at the functional layer, with
“slow-thinking” context-aware high-level planning in the
reasoning layer. An Adapter mediates between these layers.
This connected safety–planning framework enables robots to
apply high-level reasoning to open-world uncertainty without
compromising on fast reactions.

Key contributions of this paper are as follows:
1) An operational safety approach that goes beyond tra-

ditional reactive shut-down mechanisms by enabling
communication between runtime safety monitoring and
high-level planning. This ensures that safety monitors
provide real-time situational awareness, while high-level
planners supply the conceptual context and operational
goals.

2) A software architecture, Reflex-Plan, that facilitates
real-time communication between fast reacting safety
monitoring and slow-thinking high-level planning, en-
suring both reflex-like rapid safety enforcement and
context-aware recovery strategies without unnecessary
task interruptions.

3) Experimental validation on a real robot, demonstrating
the effectiveness of our approach. We evaluate the
architecture’s performance based on task completion
rate and response time, while trigger strength provides
insight into how the system dynamically adjusts safety
responses to varying hazard levels..

II. RELATED WORK

A safety monitor (also known as a safety manager [12],
or a safety bag [13]) is a critical runtime component that
observes sensor data, detects potential hazards, and enforces
safety constraints to prevent unsafe system behaviors. Some
safety monitors enable robots to function as self-aware sys-
tems [14], dynamically modifying their behavior in response
to environmental or internal system changes. Such safety
monitors are integrated into the control logic [15], enforcing
safety at the execution level. However, we adopt a different
approach, treating the safety monitor as an independent
component, ensuring real-time safety compliance without

being affected by faults or delays in the control system.
This follows Baudin et al.’s requirement that “safety systems
have to be independent, i.e., designed from an independent
specification composed of a set of safety properties [. . . ]
[enforcing] safety properties independently from any faults
of the functional system.” [4]

Safety monitors can be classified into two main types:
rule-based, and model-based. Rule-based monitors enforce
predefined safety constraints using if-then logic, providing
deterministic and interpretable safety enforcement [11], [16],
[17]. These approaches are computationally lightweight and
reactive, making them well-suited for real-time safety en-
forcement. However, they are limited in adaptability and
cannot handle unforeseen hazards.

Model-based monitors [18], [19] rely on formal system
models to predict and verify safe behaviors before execution.
These methods can systematically rule out hazards under
a closed-world assumption, ensuring that safety properties
are mathematically enforced. One of those model-based ap-
proaches by Weber et. al. [20] focuses on runtime diagnosis
of known failure, and graceful degradation, enabling systems
to continue operation with degraded capabilities. However,
model-based methods are inherently not designed to function
in open-world settings, where unforeseen hazards require
adaptive recovery strategies beyond predefined models.

Several works attempt to move beyond rigid safety en-
forcement by integrating adaptive recovery strategies. Honda
et al. [21] employ reinforcement learning to bridge fast
and slow reactions, allowing autonomous systems to modify
behavior based on real-time sensor feedback. Trapp and
Weiss [22] propose dynamic safety management, where dif-
ferent safety configurations are applied depending on contex-
tual awareness. Bonfanti et al. [23] integrate adaptive control
techniques to dynamically adjust robot actions, minimizing
task disruption. Masson et al. [9] introduce active safety
monitors, which define safety and permissiveness properties
in a state-space framework, ensuring goal reachability de-
spite safety interventions. While these methods enable more
flexible safety enforcement, they primarily focus on motion-
level adaptation rather than task-level recovery planning.
Our approach extends beyond motion planners, influencing
higher-level decision-making to enable task recovery rather
than just enforcing constraints.

Most rule-based, and model-based safety monitors en-
force constraints at the execution level, ensuring immediate
safety compliance but often leading to unnecessary task
failures due to strict rules that lack recovery mechanisms.
Our approach differs by maintaining an independent safety
monitor, ensuring real-time enforcement without computa-
tional slowdowns. We separate fast reflexive responses from
slow recovery planning, but extend beyond motion-level
corrections to enable task-level adaptation. Unlike model-
based approaches that assume closed-world conditions, our
framework dynamically recovers from unstructured hazards
in open-world settings. Additionally, we go beyond context-
aware safety rule switching by actively integrating safety
constraints into the task planner, enabling high-level recovery
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strategies rather than mere execution adjustments.
ce of

III. OVERVIEW

In this Section, we further elaborate on our approach
compared to the classical rule-based safety monitoring
approaches. We then introduce our software architecture
Reflex-Plan to describe how different components are or-
ganized and communicate to ensure both immediate safety
compliance and adaptive recovery.

A. Operational Safety Behaviors

A typical safety monitoring system consists of a set of
safety rules, as shown in Fig. 2 (left), guiding the monitor’s
behavior by specifying conditions that must be met to ensure
safe operation. A safety rule might specify an unsafe state,
e.g., when a robot’s speed has exceeded a certain maximum
speed. When a safety rule is triggered (represented as red
block in Fig. 2), the system adopts a predefined safety
behavior to bring the system to a fail-safe state.

For built-in safety monitors in industrial robots such as the
KUKA LBR iiwa or UR5 that rely on PLC-based or FPGA-
based safety systems [24], [25], [26] but also for software
safety monitors such as proposed by Adam et al. [11], these
safety behaviors are either (1) Terminal such as stopping,
or permanent reduction of some safety-relevant behavior,
such as movement speed [11] or (2) Temporary such as
entering fail-safe states, or resetting the system to a known
safe condition. The runtime behavior of these state-of-the-
art safety monitors is shown in Fig. 2 (left). Once a safety
monitor transitions into a fail-safe state, it typically remains
in that state until manually reset or overridden, preventing
autonomous recovery.

Inspired by human cognition, we propose two complemen-
tary safety behaviors: “fast thinking” Adaptive behavior for
immediate, low-level safety responses, which can adjust the
parameters of the safety monitor’s safety behaviors to reduce
the impact of the safety action on the robot’s task and “slow
thinking” Self-recovering behavior which requires high-level
decision making and can enact complex safe recovery plans
with the help of the robot control logic.

1) Adaptive behavior
Fig. 2 (centre) illustrates how the Adaptive behavior is

activated by the safety monitor after a safety rule is triggered
(shown as red). An adaptive behavior is when the robot tem-
porarily modifies its parameters to manage a detected change
or hazard. Adaptive behavior is a broader concept than the
temporary behaviors seen in existing safety monitors, as it
allows for graded responses instead of binary enforcement
mechanisms.

A key factor in determining the robot’s Adaptive behavior
is trigger strength, which represents the severity of the
detected hazard. Rather than applying a fixed response,
the safety monitor scales adaptive actions based on trigger
strength, allowing finer control over safety interventions.
For example, a low trigger strength may result in gradual
speed reduction when approaching a crowded area, while

a higher trigger strength—such as a rapidly approaching
obstacle—may force an immediate halt.

Adaptive behavior is activated for less complex hazards,
where the safety monitor can recover without interacting with
high-level planning. Examples include temporarily reducing
speed when approaching a crowded area, making a small
detour around a human, or adjusting the robot platform’s
speed and torque based on direct sensor input, thereby
avoiding an unnecessary full stop.

Since Adaptive behavior must execute in real-time to
ensure immediate safety compliance, they are predefined
and computationally lightweight. These responses are short-
lived and automatically revert when the hazard disappears,
preventing unnecessary delays while maintaining safety.

2) Self-recovering behavior
Fig. 2 (center and right) illustrates self-recovering be-

havior of the system. When a safety rule is triggered,
the safety monitor immediately executes an Adaptive be-
havior to mitigate the detected hazard and ensure real-
time safety compliance as shown in fig. 2 (center). This
adaptive response—such as slowing down due to excessive
tilt—remains in effect as long as the hazard persists. Cru-
cially, the safety monitor does not depend on the high-level
planner; it continues enforcing safety constraints indepen-
dently while simultaneously sending structured feedback to
inform the planner of the situation.

Once the planner receives this feedback, it can initiate
a Self-recovering behavior by sending commands through
the robot control logic, as illustrated in fig. 2 (right). This
recovery process involves deliberative planning [27], where
the control logic re-evaluates the constraints, updates the
world model, and determine alternative approaches to resume
the task safely. Unlike Adaptive behavior, Self-recovering
behavior incorporates reasoning over time, considering mis-
sion objectives, environmental changes, and broader system
constraints to ensure long-term operational safety.

By maintaining clear role separation of the two behaviors,
our approach ensures that the safety monitor reacts instantly
to hazards while allowing the high-level planner to indepen-
dently adapt task execution without delaying critical safety
enforcement.

B. Reflex-Plan

To implement the operational safety approach described in
Section III-A, we formalize the safety monitoring architec-
ture, Reflex-Plan. Fig. 1 illustrates our design, which builds
upon the standard three-layered architecture for decisional
autonomy [28].

In traditional runtime safety monitoring, fail-safe
mechanisms—such as stopping or resetting the system—are
enforced at the functional layer, which operates closest to
the hardware with direct access to sensors and actuators.
Our proposed safety monitoring architecture, shown in
Fig. 1, extends the functional layer to also communicate
with the reasoning layer while maintaining its independence
in enforcing immediate safety. This extension enables
real-time safety compliance through Adaptive behavior,
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Fig. 2: A comparison between the runtime behavior of state-of-the-art Safety Monitoring approaches (left) and our proposed
approach in safety mode (centre), and our approach reverting back to operational mode (right).

which acts like a human re�ex, while simultaneously
providing structured feedback to the reasoning layer to
facilitate long-termSelf-recovering behavior. It is important
to note here that the safety monitor does not wait for the
reasoning layer to approve actions; instead, it continuously
enforces safety constraints while allowing the planner to
independently evaluate recovery options. This dual-layer
approach ensures that non-trivial recovery actions remain
separate from immediate responses, balancing fast reactivity
with strategic recovery planning."

Our architecture consists of the following core modules:
1) Safety Monitor (shown as a yellow box in Fig. 1)

serves as the core runtime safety enforcement module.
It enforces safety rules, executesAdaptive behavior, and
provide feedback for the high-level planner to plan for
Self-recovering behaviorupon detecting a safety hazard.

2) Command Filter Node intercepts and validates control
commands, ensuring that only commands compliant
with active safety rules are executed.

3) Adapter which provides a bidirectional interface to
facilitate communication between the safety monitor
and the high-level planner.

To avoid increasing the inherent complexity of the safety
monitor, we delegate deliberative recovery actions to high-
level planning at the reasoning layer. This delegation does
not require modi�cations to the high-level planner itself;
instead, an Adapter (shown in Fig. 1) establishes structured
communication channels, de�ning the "language" between
the safety monitor and the planner. The adapter translates
safety signals into new observations or constraints that the
planner can interpret within its existing framework, enabling
it to seek alternative solutions to achieve its current goal.
Meanwhile, the Command Filter Node processes recovery
actions like any other operational command, ensuring that
the safety monitor can intervene if necessary.

To further understand the role of Adapter, consider a
robotic arm with a gripper attempting to reach an object
behind an obstacle. Upon detecting the obstacle, the safety
monitor immediately halts movement and possibly withdraws
the arm. The adapter then translates this safety event into a
format the control logic can understand, allowing it to update
its world model with the new constraint. The planner may

then attempt to replan its approach by adjusting the arm pose
or removing the obstacle entirely [27]. However, the safety
monitor remains independent and retains override authority,
ensuring that any new movement violating safety constraints
is blocked, regardless of the planner's decisions.

Design Decisions
The separation of roles in our safety monitoring architec-

ture is essential to ensure fast reaction times while enabling
context-aware recovery planning. SinceSelf-recovering be-
havior require a higher level of decision-making, their exe-
cution is delegated to the reasoning layer, where the planner
assesses mission impact, evaluates constraints, and formu-
lates strategic recovery strategies. This separation ensures
that safety enforcement remains fast and reactive, while long-
term adaptations are made with a broader understanding of
the system's goals and constraints.

To enable this coordination, the adapter needs to de�ne a
"language" in which low-level safety constraints are com-
municated to the planner and vice versa.. Based on the
observable sensor readings, the safety monitor can provide
the following types of information: the nature of the hazard
(e.g., a blocked path or an unexpected obstacle), the affected
system components (e.g., an overheated motor causing func-
tional degradation), and recommended constraints or adap-
tations (e.g., marking restricted areas in navigation planning
or limiting torque in speci�c joints to prevent mechanical
stress). Based on this information, the reasoning layer takes
corrective actions, which may include: updating the world
model (e.g., recognizing a new obstacle in the environment),
modifying task execution (e.g., switching grasping to an al-
ternative arm if one is compromised), and replanning motion
constraints (e.g., dynamically adjusting safe operating areas
based on newly detected hazards). These corrective strategies
vary depending on the reasoning layer implementation and
system requirements, allowing �exibility in how adaptation
is handled across different robotic architectures.

While the primary role of the safety monitor is to enforce
immediate safety actions and provide structured feedback to
the planner, minimal but essential context from the planner
can also re�ne safety rule interpretation. Since safety rules
are often context-dependent [22] rigid enforcement without
context may lead to overly conservative behaviors that un-
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